
ECA Software Activation Guide v1.0 

These steps will help you complete the retrieval on your software certificate.  

Highly recommend you read through all instructions first, before starting the actual 
process. 

Instructional video: https://youtu.be/BZMJgrVplsc 

 

 Instructions 

  

1. Open the email with the subject line “Your IdenTrust Certificate Has Been 
Approved!”  

 

https://youtu.be/BZMJgrVplsc


 

2. Look for the activation code listed in the email. Copy or write down the activation 
code. 

3. Follow the link in the Email to www.IdenTrust.com/install. 

4. "Welcome! It's Time to Get Your Certificate.”  

 

 

5. Enter the activation code from the email, and the account password you created 
during your online application.  

http://www.identrust.com/install


 

 

6. Click “Next”. 

7. Download and open the retrieval application. 



 

 

 



8. After you run the retrieval application you will see a "Copy key" button, click that 
button, then click on the text box next to "Retrieval key" in the retrieval application, 
and click "ctrl + v" on your keyboard to paste the key. 

 

 



 

 



 

 

9. After the key is on the lock or it’s copied/pasted, the retrieval application will say 
"Welcome," then it will load while it verifies the retrieval key. The original window in 
your web browser may change a few times during this process - do not move from 
the screen or close anything. 

10. Leave the drop-down menus on the default options, then click on the blue 
"Generate keys" button at the bottom of the window. 



 

 

Click “Set Security Level”.  
”High” request permission with a password. *High security is strongly recommended. 
Implementing strong security controls is critical to ensuring sole access to your 
credential. This certificate carries non-repudiation, meaning you hold full 
responsibility for all usage.  

 
”Medium” requests my permission when this item is being used. *This does NOT prompt 
for any kind of PIN or password to use. Not recommended. 



 

 

11. High security you will be prompted to Enter and Confirm the “CryptoAPI Private 
Key” certificate password. 



 

 

  

12. The "Creating a new RSA exchange key" window will pop back up, click on "OK" to 
continue. 

 



 

13. The retrieval application will go back to a "Generate keys" window. This is to 
generate the keys for your encryption certificate. Click on the blue "Generate keys" 
button again at the bottom of the window. 

 

 

14. "Choose a Security Level" window, set the security level, then click Next. 

15. "Create a password" window, type and confirm the same password you set for the 
signing certificate.  

16. Click "Finish." 

17. The "Creating a new RSA exchange key" window will pop back up, click on "OK" to 
continue.  

18. The retrieval application will finish generating the certificates. 



During this step, you may see a "Security Warning" window pop up, with a message that 
starts with "You are about to install a certificate from a certification authority (CA) claiming 
to represent...." If that window pops up, click on "Yes" at the bottom to install the 
certificate. 

 

 

20. At the end of the certificate installation, the retrieval application will bring up a 
window that says "Would you like to back up your certificates now?" Click "Yes."  



 

 

21. After you click "Yes," it will ask which certificate you would like to back up. The 
signing certificate is the one which you will use to sign documents or log into 
websites. Click "Signing" to start backing up the signing certificate. 

Back up only the signing certificate since these ECA’s are not intended and built for 
encryption. If you do get an ECA that will be using the encryption certificate, please back up 
both certificates. 



 

 

22. After you click "Signing," the Certificate Export Wizard will pop up. On the first page, 
when "Welcome to the Certificate Export Wizard" appears, click Next.  



 

 

23. Export File Format." Leave the file format on the default, Personal Information 
Exchange, then click Next. 

24. Check the boxes 

a. “Include all certificates in the certification path if possible” 

b. “Export all Extended Properties” 

c. Click “Next” 



 

 

25. On the Security page, check the box next to password, then type and confirm the 
same password you created for your certificates.  



 

 

26. File to Export" page, you may name the file and where to save it. By default, the 
backup file will be saved to your desktop, with the current date and your name as 
the file name. The encryption certificate backup also saves onto your desktop with 
the date and your name, but with "_encr" at the end of the file name. 

27. If you want to save the file somewhere other than your desktop and/or give it a 
different name, click on "Browse" to choose the folder to save it to and the name 
you'd like to give it. Then, click Next. 



If you want to leave the default file location and name, simply click Next.  

 

 

28. "Completing the Certificate Export Wizard" page, click Finish. A window will pop 
up asking for the password for your CryptoAPI Private Key. That is the password you 
set for your certificate. Type the password, then click “OK”.  



 

  

29. A window will pop up saying that the export was successful. Click “OK”.  

You will repeat these steps to back up your Encryption certificate. 

30. The retrieval application will say "Your signing and encryption certificates are both 
installed."  



 

31. "See My Certificate." Will allow you to view the information on your certificate. 

32. "Test My Certificate" will help you to test the certificate in a web browser. If you 
choose this option, a window will pop up asking you which web browser you would 
like to use. We recommend using Google Chrome or Microsoft Edge. 

Close any windows and tabs you have open in your web browser before selecting it for the 
test. The test works best if there are no windows open. 

33. Click "Done" to close the retrieval application. 

34. Once you close the retrieval application, your web browser will ask you to click Next 
to verify the information on your certificate. Make sure that the certificate 
information is correct, then click Next.  



 

 

35. You will be given instructions to test your certificate. If you've already done the test 
in the retrieval application, you can skip this step and close the window. Click Next, 
and a window should pop up asking you to select a certificate.  



 

 

36. Click on your certificate issued by IGC CA 1. 



 

 

37. Click “OK”. 

38. A window will pop up from Windows Security that says "Credentials Required" and 
ask for your CryptoAPI Private Key password.  

 

 

39. Enter the password you set for your certificate. 



40. Click "Allow." 

41. Congratulations, Certificate Retrieval Completed.  

  

 


